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RDP	  Risks:	  
Collec/on	  effects	  
Policy	  Effects	  (data	  complexity	  and	  accuracy,	  data	  dependency,	  data	  security)	  
Misuse	  (by	  ins/tu/ons,	  by	  individuals,	  by	  3rd	  par/es[capture])	  
Data	  ripples	  (community	  effects,	  policy	  repercussions)	  
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Promises	  of	  	  
•  Efficiency	  
•  Greater	  impact	  
•  More	  inclusive	  
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These	  are	  all	  important	  risks,	  but	  they	  are	  primarily	  first-‐person	  risks,	  that	  is:	  risks	  to	  
the	  ini/a/ve	  considering	  them.	  	  
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1.  By	  engaging	  with	  informa/on	  from	  and	  about	  individuals	  and	  communi/es,	  we	  
engage	  with	  them.	  How	  do	  we	  understand	  and	  an/cipate	  the	  impact	  of	  that	  
engagement.	  Do	  we	  really	  want	  to	  shoot	  that	  cat?	  

2.  Systemic,	  par/cipa/on	  and	  respondent	  bias	  pose	  threats	  to	  more	  than	  data	  
quality.	  When	  biased	  data	  provides	  the	  basis	  for	  humanitarian	  decision-‐making,	  it	  
threatens	  to	  exacerbate	  exix/ng	  imbalances	  in	  access	  to	  informa/on,	  
interna/onal	  audiences	  and	  other	  resources.	  

3.  Enabling	  access	  to	  informa/on	  about	  vulnerable	  groups	  can	  support	  or	  enable	  
aXacks.	  	  
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The	  problem	  is	  that	  we	  don’t	  really	  understand	  the	  relational	  and	  
moral	  consequences	  of	  a	  new	  information	  ecology	  in	  which	  we	  now	  
operate,	  which	  means	  that	  even	  the best of intentions can go terribly 
wrong.	  
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The	  ethical	  issues	  at	  play	  extend	  far	  beyond	  humanitarians’	  spheres	  of	  control	  and	  
influence.	  	  
(The	  conundrum	  of	  digital	  humanitarianism:	  when	  the	  crowd	  does	  harm,	  hXp://
crisismapper.wordpress.com/2013/11/15/the-‐conundrum-‐of-‐digital-‐
humanitarianism-‐when-‐the-‐crowd-‐does-‐harm/)	  	  
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But	  this	  presenta/on	  wants	  to	  focus	  on	  direct	  responsibility,	  when	  informa/onal	  
management	  occurs	  within	  humanitarians’	  spheres	  of	  control	  and	  influence.	  With	  
this	  focus,	  we	  can	  an/cipate	  a	  broad	  spectrum	  of	  ways	  in	  which	  managing	  
informa/on	  can	  pose	  risks,	  and	  the	  types	  of	  damage	  irresponsible	  informa/on	  
management	  could	  lead	  to.	  	  

9	  



I	  also	  want	  to	  focus	  on	  data,	  because	  it	  provides	  a	  useful	  proxy	  for	  ICTs.	  Doing	  so	  also	  
allows	  us	  to	  focus	  analysis	  on	  specific	  modes	  of	  engagement	  with	  humanitarian	  
informa/on,	  as	  the	  affordances	  technologies	  provide,	  rather	  than	  the	  technologies	  
themselves.	  
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On	  slide	  11,	  an	  aXempt	  to	  define	  the	  focus	  of	  this	  presenta/on:	  direct	  responsibility	  
when	  engaging	  with	  informa/on.	  	  
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This	  concep/on	  of	  direct	  responsibility	  focuses	  on	  the	  engagement	  with	  the	  data	  of	  
individuals,	  and	  would	  thus	  apply	  to	  all	  of	  the	  types	  of	  ini/a/ves	  referenced	  here,	  
regardless	  of	  whether	  or	  not	  there	  was	  direct	  contact	  with	  individuals	  or	  groups.	  	  
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On	  slide	  13	  we	  iden/fy	  the	  object	  of	  the	  presenta/on!	  
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Whose	  consent	  do	  you	  need?	  
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Even	  if	  you	  know	  whose	  consent,	  how	  do	  you	  get	  it?	  
Or	  do	  you	  get	  it?	  Even	  if	  you	  can	  reach	  individuals,	  how	  do	  you	  consider	  the	  ethical	  
implica/ons	  of	  delaying	  assistance	  by	  obtaining	  consent?	  When	  is	  this	  jus/fied?	  How	  
do	  you	  know	  if	  contact	  will	  have	  other	  nega/ve	  consequences,	  such	  as	  endangering	  
individuals	  through	  associa/on,	  if	  the	  humanitarian	  ini/a/ve	  is	  perceived	  as	  
impar/al?	  Will	  making	  contact	  raise	  expecta/ons?	  
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What	  capacity	  do	  individuals	  and	  groups	  reflected	  in	  humanitarian	  data	  have	  to	  
an/cipate	  changes	  in	  context	  and	  accurately	  assess	  poten/al	  risk?	  	  
None	  of	  these	  challenges	  are	  dis/nct	  to	  humanitarian	  context,	  but	  they	  are	  set	  in	  
stark	  relief	  because	  of	  the	  nature	  of	  social	  rela/onships	  in	  humanitarian	  contexts,	  
and	  because	  the	  consequences	  can	  be	  so	  extreme.	  	  
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The	  GMS	  Code	  of	  Conduct	  men/ons	  privacy	  only	  in	  rela/onship	  to	  na/onal	  laws.	  
Recommends	  consent	  for	  personal	  data	  to	  be	  made	  public	  or	  transferred	  to	  third	  
par/es.	  	  
	  
(“PII	  should	  not	  be	  made	  public	  unless	  prior	  consent	  is	  provided	  by	  those	  tex/ng	  into	  
an	  SMS	  informa/on	  service”	  
“Reten/on	  of	  personal	  data	  […]	  should	  not	  be	  transferred	  to	  third	  par/es	  without	  
prior	  consent.	  )	  
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The	  HAP	  standard	  makes	  no	  men/on	  of	  data,	  communica/ons,	  informa/on	  sharing	  
or	  privacy.	  	  Recommends	  consent	  as	  a	  basis	  for	  humanitarian	  interven/on	  generally.	  	  
	  
(“The	  organiza/on	  shall	  enable	  the	  people	  it	  aims	  to	  assist	  to	  provide	  feedback	  and	  
influence	  […]	  at	  a	  minimum,	  informed	  consent	  shall	  be	  obtained	  for	  the	  ac/on.”)	  

19	  



This	  framework	  from	  the	  2013	  Poptech	  Fellows	  provides	  strong	  and	  ar/culate	  
arguments	  for	  ensuring	  consent	  and	  seeking	  to	  support	  data	  agency.	  It	  does	  not	  
provide	  opera/onal	  guidance,	  and	  does	  not	  target	  humanitarian	  work.	  	  
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OACHA’s	  landmark	  report	  recommends	  that	  “Do	  No	  Harm”	  standards	  for	  the	  ethical	  
use	  of	  new	  forms	  of	  data	  are	  developed	  no	  later	  than	  2014.	  
	  
(“No	  later	  than	  2014,	  develop	  “Do	  No	  Harm”	  standards	  for	  the	  ethical	  use	  of	  new	  
forms	  	  of	  data,	  including	  protocols	  for	  protec/ng	  privacy	  and	  guaranteeing	  
informants’	  safety,	  	  and	  develop	  frameworks	  to	  hold	  prac//oners	  responsible	  for	  
adherence	  to	  ethical	  and	  technical	  standards.	  Ensure	  that	  these	  clearly	  address	  the	  
separate	  issues	  of	  liability,	  privacy	  and	  security.”)	  
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It	  also	  notes	  the	  following.	  	  
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The	  ICRC	  standards	  are	  clearly	  the	  gold	  standard.	  There	  are	  a	  number	  of	  relevant	  
standards	  listed	  here.	  The	  most	  relevant	  for	  considering	  consent	  are	  40	  &	  48.	  	  
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This	  standard	  is	  900	  words,	  and	  includes	  a	  significant	  amount	  of	  detail	  
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This	  standard	  is	  900	  words,	  and	  includes	  a	  significant	  amount	  of	  detail	  
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These	  standards	  help	  engage	  some	  of	  the	  challenges	  in	  some	  of	  the	  situa/ons.	  But	  
their	  applicability	  is	  not	  crystal	  clear.	  The	  guidelines	  suggest	  their	  relevance	  for	  a	  
broad	  scope	  of	  actors,	  including	  VTCs,	  but	  it	  is	  not	  clear	  how	  accessible	  or	  opera/onal	  
they	  are	  outside	  of	  well	  resourced	  mul/lateral	  organiza/ons.	  Even	  in	  those	  cases,	  
there	  remains	  a	  significant	  gap	  between	  available	  guidance	  and	  the	  prac/cal	  tools	  
necessary	  to	  opera/onalize	  consent	  in	  actual	  ac/vi/es	  in	  a	  digital	  informa/on	  
ecology.	  
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¤  And	  so	  we	  are	  len	  to	  make	  it	  up	  as	  we	  go.	  This	  is	  descrip/on	  of	  the	  
Ushahidi	  response	  to	  the	  Hai/an	  earthquake	  of	  2011,	  specifically	  
regarding	  the	  ques/on	  of	  whether	  sms	  messages	  sent	  to	  a	  short	  code	  
should	  be	  shared	  publicly.	  	  

¤  Tradeoff:	  	  “the	  more	  open	  the	  data,	  the	  more	  widely	  useable	  that	  
informa/on	  is	  likely	  to	  be	  for	  professional	  disaster	  responders,	  local	  
communi/es	  and	  the	  Diaspora—but	  goodbye	  privacy.”	  

¤  2	  “trusted	  lawyers	  …	  opined	  that	  consent	  was	  implied	  vis-‐à-‐vis	  the	  
publishing	  of	  personal	  iden/fying	  informa/on.	  

28	  



There	  may	  well	  be	  good	  answers	  to	  these	  ques/ons,	  but	  they	  are	  ques/ons	  that	  need	  
to	  be	  asked	  more	  generally	  when	  collec/ng	  and	  managing	  humanitarian	  data	  through	  
the	  use	  of	  ICTs.	  	  
They	  are	  ques/ons	  begged	  by	  the	  pla/tudinal	  quality	  of	  available	  standards	  and	  
resources.	  	  
They	  are	  ques/ons	  that	  tell	  us	  what	  needs	  to	  happen	  next.	  	  
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RDP	  Risks:	  
Collec/on	  effects	  
Policy	  Effects	  (data	  complexity	  and	  accuracy,	  data	  dependency,	  data	  security)	  
Misuse	  (by	  ins/tu/ons,	  by	  individuals,	  by	  3rd	  par/es[capture])	  
Data	  ripples	  (community	  effects,	  policy	  repercussions)	  
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