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ethical	  challenges	  to	  informa)on	  
innova)on	  in	  humanitarianism	  



Argument	  

①  The	  informa)on	  systems	  and	  affordances	  produced	  by	  ICTs	  
necessitate	  a	  concep)on	  of	  direct	  responsibility	  for	  using	  or	  
collec)ng	  informa)on	  

②  The	  idea	  of	  “Consent”	  is	  a	  primary	  challenge	  	  

③  Relevant	  standards	  are	  improving,	  but	  s)ll	  far	  from	  
opera)onal,	  and	  don’t	  account	  for	  the	  contextual	  pressures	  
and	  trade-‐offs	  of	  humanitarian	  ac)on	  

④  We	  need	  pilo)ng,	  documenta)on	  and	  a	  “user-‐centric”	  
approach	  to	  bridge	  the	  gap	  between	  standards	  and	  praxis	  





DATA
I



Risks	  
(as	  ar)culated	  by	  Humanitarianism	  in	  the	  Networked	  Age)	  

Accuracy	  and	  U+lity	  
The	  increased	  complexity	  of	  data	  
and	  data	  streams	  make	  data	  

increasingly	  difficult	  to	  manage,	  
and	  increases	  the	  risk	  of	  

compound	  errors.	  

Bias	  
“Systemic	  bias	  oTen	  arises	  as	  the	  
result	  of	  a	  deliberate	  agenda”	  

	  
“Par)cipa)on	  bias	  [reflects]	  
underlying	  differences	  in	  

access…”	  

Power	  
ICTs	  tend	  to	  replicate,	  and	  may	  
even	  magnify	  exis)ng	  power	  

rela)onships.	  

Informa+on	  Overload	  
“…people	  expect	  their	  

communica)ons	  to	  generate	  
ac)on…”	  



Responsible	  Data	  Risks	  

① Schrödinger	  effects	  

② Exacerba)on	  of	  power	  imbalance	  

③ Enabling	  nega)ve	  ac)ons	  







Conceptualizing	  Direct	  Responsibility	  

¤  Collec)on	  effects	  

¤  Policy	  effects	  

¤  Misuse	  

¤  Data	  ripples	  

Types	  of	  Risk	  	  

¤  to	  individuals	  

¤  to	  communi)es	  or	  

groups	  

¤  to	  projects	  /	  credibility	  

¤  to	  efficiency	  

Poten+al	  Damage	  



A	  Focus	  on	  Data	  

¤  Proxy	  for	  ICTs?	  

¤  Highlights	  the	  importance	  of	  exis)ng	  informa)on	  
ecologies	  and	  power	  rela)onships	  

Why	  Data?	  

¤  Direct	  communica)on	  with	  individuals	  

¤  Scraping	  and	  Mining	  ac)vi)es	  

¤  Unilateral	  communica)ons	  

¤  Ac)ve	  collec)on/	  genera)on	  without	  direct	  contact	  

Modes	  of	  Data	  Collec+on	  



Direct	  Effects	  and	  Responsible	  Data	  

①  In	  situa)ons	  where	  ICTs	  facilitate	  the	  accessibility	  or	  
u)lity	  of	  data	  for	  humanitarian	  programming	  or	  
interven)ons	  

a)  (building	  on	  established	  ethical	  standards	  

b)  and	  because	  the	  scope	  &	  immediacy	  of	  ICTs	  present	  new	  
rela)onal	  paradigms	  and	  challenges):	  

②  the	  ethical	  responsibili)es	  owed	  to	  individuals	  or	  groups	  	  
③  when	  using	  	  data	  they	  provide,	  or	  in	  which	  they	  are	  

reflected.	  



Technology	  in	  Peacebuilding	  
(Laurruri	  &	  Kahl,	  2013)	  Kahl and Puig Larrauri: Technology for Peacebuilding
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Issues	  for	  Direct	  Responsibility	  

¤  Consent	  

¤  Informa)onal	  self-‐determina)on	  

¤  Iden)ty	  	  

¤  Re-‐use	  



Tradi)onal	  Defini)on	  of	  Consent	  

¤  “Research”	  

Applica+on	  

¤  Par)cipants	  are	  presented	  with	  purpose,	  methods	  
and	  possible	  outcomes	  (including	  risks	  or	  harms)	  

¤  Provided	  “sufficient	  opportunity	  to	  consider	  them	  
and	  enquire	  about	  any	  aspect	  of	  the	  research	  
prior	  to	  gran)ng	  consent”	  

¤  Par)cipate	  willingly	  

Components	  

¤  Human	  Subjects	  



Challenges:	  whose	  consent	  ?	  
secondary	  subjects	  and	  3rd	  par)es	  

Secondary	  subjects	  exist	  when	  an	  inves)gator	  asks	  a	  primary	  
subject,	  with	  whom	  the	  inves)gator	  is	  directly	  interac)ng,	  to	  
provide	  informa)on	  about	  other	  individuals.	  

“A	  third	  party	  is	  an	  individual	  (or	  organiza)on	  or	  ins)tu)on)	  
who	  is	  not	  a	  researcher	  or	  a	  subject,	  but	  who	  is	  affected	  by	  the	  
rela)onship	  between	  those	  persons”	  (Resnik,	  D.	  B.	  &	  Sharp,	  R.	  
R.	  (2006,	  p.	  2).	  

Directly	  affected	  third	  par+es:	  “are	  iden)fiable	  individuals	  or	  
organiza)ons	  whose	  rights	  or	  welfare	  may	  be	  adversely	  
affected	  by	  research	  procedures”	  (Resnik,	  D.	  B.	  &	  Sharp,	  R.	  R.	  
(2006,	  p.	  2).	  	  



Challenges:	  how	  do	  you	  get	  it?	  
big	  data	  scraping/mining	  



Challenges:	  how	  do	  they	  know?	  
modeling	  threats	  and	  an)cipa)ng	  harm	  

¤  Changes	  in	  poli)cal	  context	  

¤  Limited	  informa)on	  

¤  Changes	  in	  data	  management	  



Relevant	  Standards	  (1)	  

GSMA’s	  SMS	  Code	  of	  Conduct	  for	  
Disaster	  Response	  
	  



Relevant	  Standards	  (2)	  

2010	  HAP	  Standard	  in	  Accountability	  
and	  Quality	  Management	  
	  



Relevant	  Standards	  (3)	  

Big	  Data,	  Communi)es	  and	  Ethical	  Resilience:	  
A	  Framework	  for	  Ac)on	  
	  

At	  its	  core,	  an	  ethical	  framework	  for	  data	  aims	  to	  enhance	  agency:	  the	  
ability	  for	  individuals	  and	  communi)es	  to	  be	  able	  to	  make	  decisions	  

about	  how,	  where,	  why	  and	  for	  how	  long	  their	  data	  is	  used.	  	  	  
…	  

Informed	  consent	  goes	  beyond	  merely	  making	  people	  aware	  of	  the	  
terms	  of	  service	  or	  that	  data	  is	  being	  gathered	  about	  them,	  but	  	  

a	  clear	  ar+cula+on	  of	  how	  data	  might	  be	  used,	  whether	  third	  par+es	  
will	  get	  access	  to	  that	  data,	  and	  how	  people	  can	  opt	  out	  or	  limit	  how	  

much	  of	  their	  data	  is	  gathered.	  
	  



Relevant	  Standards	  (4)	  



Relevant	  Standards	  (4)	  

Humanitarianism	  	  in	  the	  
Networked	  Age	  (2012)	  
	  

Concern	  over	  the	  protec)on	  of	  informa)on	  and	  data	  is	  not	  
a	  sufficient	  reason	  to	  avoid	  using	  new	  communica)ons	  
technologies	  in	  emergencies,	  but	  it	  must	  be	  taken	  into	  

account.	  To	  adapt	  to	  increased	  ethical	  risks,	  humanitarian	  
responders	  and	  partners	  need	  explicit	  guidelines	  and	  codes	  

of	  conduct	  for	  managing	  new	  data	  sources.	  (pg	  46)	  



Relevant	  Standards	  (5)	  

ICRC	  Professional	  Standards	  for	  Protec)on	  Work	  
(2013)	  By	  far	  the	  most	  detailed,	  opera)onal	  and	  
authorita)ve	  standard.	  
	  

¤  Only	  capable	  org’s	  should	  collect	  sensi)ve	  info	  (37)	  

¤  Burden	  of	  assessing	  risk	  lies	  w/actors	  seeking	  info,	  	  building	  platorms	  	  (39,	  40,	  46)	  

¤  Info	  security	  safeguards	  must	  be	  in	  place	  ex-‐ante	  (45)	  

¤  Inf.	  consent	  for	  sharing	  prsnl	  info	  from	  interviews	  (47),	  dealing	  with	  the	  crowd	  (48)	  

¤  Inform	  communi)es	  of	  how	  informa)on	  is	  used	  (49-‐G)	  

¤  Establishing	  info	  management	  and	  security	  procedures	  (53-‐G)	  

Chapter	  6:	  Managing	  Sensi+ve	  Protec+on	  
informa+on	  (Standards	  and	  guidelines	  36-‐50)	  



Relevant	  Standards	  (5)	  

¤  5	  checklist	  ques)ons	  for	  evalua)ng	  risks	  associated	  with	  digitally	  
collected	  and	  managed	  informa)on	  

¤  5	  ques)ons	  to	  guide	  the	  publica)on	  of	  informa)on	  that	  will	  help	  
individuals	  evaluate	  the	  risks	  of	  providing	  informa)on	  

¤  References	  the	  importance	  of	  including	  contextual	  knowledge	  in	  
planning	  and	  implementa)on	  

¤  Acknowledges	  that	  full	  informa)on	  security	  is	  an	  illusion	  



Relevant	  Standards	  (5)	  

¤  Acknowledges	  that	  once	  informa)on	  is	  released	  
publicly,	  there	  is	  no	  longer	  any	  control	  

¤  Assigns	  responsibility	  to	  the	  data	  collec)ng	  party	  in	  
the	  event	  of	  data	  sharing	  and	  coordina)on	  



Relevant	  Standards	  (5)	  

①  Alloca)ng	  responsibility	  
②  Time	  pressure	  and	  compe)ng	  norms	  

of	  protec)on	  and	  due	  diligence	  

③  Capaci)es	  and	  resources	  along	  the	  
data	  pipeline	  

Overarching	  Ques+ons	  re	  the	  IRCRC	  standards	  



Challenges	  

¤  Whose	  consent?	  

¤  How	  do	  you	  get	  it?	  

¤  An)cipa)ng	  risks?	  



“Implied	  Consent”	  

“I,	  for	  one,	  never	  
again	  want	  to	  
spend	  24+	  

precious	  hours	  
deba)ng	  whether	  
or	  not	  urgent	  life-‐
and-‐death	  text	  
messages	  can	  or	  

cannot	  be	  
mapped	  because	  
of	  uncertain)es	  
over	  data	  privacy	  
and	  protec)on.”	  

h5p://irevolu)on.net/2013/02/25/launching-‐sms-‐code-‐of-‐conduct/	  



Regarding	  Hai)	  4636	  

¤  Who	  was	  it	  shared	  with?	  

¤  How	  was	  it	  shared?	  

¤  What	  kind	  of	  informa)on	  was	  included?	  

¤  What	  control	  mechanisms	  were	  in	  place	  

to	  monitor	  these	  factors?	  	  



Moving	  Forward	  

①  Clear	  and	  universal	  delinea)on	  of	  responsibili)es	  

②  Opera)onal	  tools	  for	  specific	  types	  of	  data	  

management	  processes	  

a)  Developed	  in	  collabora)on	  with	  actual	  users	  

b)  Piloted	  and	  validated	  with	  affected/reflected	  

individuals	  and	  communi)es	  



thanks	  
	  

responsible-‐data@lists.riseup.net	  

Christopher	  Wilson	  
the	  engine	  room,	  h5ps://theengineroom.org	  	  

bit.ly/responsible-‐data	  


