Digital Resilience Resources

Digital security
Responsible data

Privacy
Incident Response
-

Learning platforms

Digital security

Cybersecurity Assessment Tool (CAT): CAT is designed to help you identify strengths and
weaknesses in your cybersecurity approach, as well as provide resources for
improvement.

Security in a box by Frontline Defenders: This toolkit has simple and straightforward
guides on risk assessment, password management, secure communication and device
security

Social Media Security & Privacy Checklists (Open Source), a resource developed by the
New York Times with steps for enabling recommended security measures for social
media platforms

Surveillance Self-Defense contains tool guides and digital security recommendations for
various contexts

[Spanish and Maayat'aan] Cuidando nuestro cuerpo-territorio digital: A digital poster
containing digital safety recommendations for women and dissidents defending
socio-environmental justice

Protest Digital Security Checklist for Activists (2026): Digital security recommendations to
protect yourself when participating in a protest

Signal Security Checklist for Activists (2026): How to securely set up Signal

Digital Safety Guide for LGBTQ+ Activists in Africa: This is a great guide put together by
Access Now on how LGBTQ+ Activists based in Africa can protect themselves online.

Responsible data

The Engine Room's Becoming RAD tipsheet: This tipsheet provides practical guidance on
Retention, Archiving, and Disposal (RAD) of data.

Responsible Data Handbook to understand responsible data and how to protect data
across the project/data lifecycle



https://cybercat.tools/
https://securityinabox.org/en/
https://docs.google.com/document/d/1ud1ILFkIG0BeLX9jlzJMxCPm8-cSeqPjU60nkhUPYA8/edit
https://ssd.eff.org/en
https://lasandiadigital.org.mx/cuidando-nuestro-cuerpo-territorio-digital/
https://activistchecklist.org/protest/
https://activistchecklist.org/signal/
https://www.accessnow.org/guide/africa-digital-safety-guide/
https://www.theengineroom.org/wp-content/uploads/2024/06/2021_RAD-Tip-Sheets_The-Engine-Room.pdf
https://the-engine-room.github.io/responsible-data-handbook/

e The Responsible Data Resource List presents a curated collection of resources on
policies, data management and data security

Privacy
e Glitch Armour: A collection of tools and recommendations to reclaim privacy through
small, deliberate choices
° nline Privacy for Nonprofits: A Gui Better Practi Electronic Frontier Foundation
No Trace Project: A collection of tools to help anarchists and other rebels understand the
capabilities of their enemies, undermine surveillance efforts, and ultimately act without
getting caught

Incident Response
e DIGITAL SECURITY HELPLINE - Access Now: Guides and materials to help communities,
organizations, and individuals improve their digital security.
SocialTIC Forensics: Resources on how to conduct digital forensics for civil society
The Digital First Aid Kit: A guide by CiviCERT that helps rapid responders, digital security
trainers, and tech-savvy activists to better protect themselves and the communities they
support against the most common types of digital emergencies

Policies
e SOAP generates simple cybersecurity policies for your organisation. It doesn't store or
process any of your data. After receiving the initial draft, customize the policy to fit your
context and infrastructure.

Learning platforms

e Shira App and Phishing Quiz by Jigsaw: Platforms to test your knowledge and identify
phishing

e Digital Safetea: An interactive game to learn digital safety through the lens of three African
women fictional characters

e |nfuse: A community developed framework to help digital protectors advance their
technical expertise including website security fundamentals, detecting and analyzing
malware

e Cybersecurity Academy: Our platform that accompanies CAT has courses on devices
security, password management among others.

e Totem: Totem is an online platform that helps journalists and activists use digital security
and privacy tools and tactics more effectively in their work



https://docs.google.com/document/d/1Fa2QHusD5iJ8Woi8s7-SMFItAufKv4U5UR-PZ1szMNU/edit#heading=h.k5ayqcygtlml
https://www.glitcharmour.org/
https://www.eff.org/pages/online-privacy-nonprofits
https://www.notrace.how/
https://www.accessnow.org/help-it/#community-resources
https://forensics.socialtic.org/
https://digitalfirstaid.org/
https://usesoap.app/
https://shira.app/
https://phishingquiz.withgoogle.com/
https://www.digitalsafetea.com/
https://infuse.quest/
https://academy.cybercat.tools/
https://learn.totem-project.org
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